
Using a Serial Cable with the Z8102AX

The V1 model of the Z8102AX does not have a Recovery GUI so the only way 
to recover from a brick is to use a Serial cable.

The Serial cable can also be used to change the router’s bootloader from V1 
with no Recovery GUI to V2 which has this GUI.

Prerequisites

Some hardware and some software is need in order to do a Serial cable flash 
of the router.

You will need a PL2303 TTL serial adapter like this. Search Amazon for PL2303
ttl to find one.

to connect the router to your computer via a USB port. Only the black, white 
and green wires are used. Never use the red wire as this can destroy 
your adapter or your router.



You have to open the router case to access the serial interface on the board. 
You are looking for a set of pins that look like this.

The pins should be marked GND, RX and TX. The other pins can be ignored. 
GND may not be marked but it is always on the end of the row of pins. The 
serial adapter connects the black wire to the GND, the white wire to TX and 
the grenn wire to RX. This accomplished by slipping the wires over the 
proper pin.

Once you have the Serial adapter connected to the router you need to install 
the necessary software. First up is the software that installs the drivers for the 
adapter.

Windows does not have a driver that works with most of the older Serial 
adapters, especially if they use cloned PL2303 chips rather than official ones. 
However, there is a program available that will install a driver that will work 
with most any Serial adapter. This is not needed with newer Serial adapters.



The program included in this package, PL2303LegacyUpdaterSetup-1.1.0.exe, 
will install a setup program that you then run to install the adapter driver. This
may have to be done each time you use the adapter. Windows seems to 
replace the driver for no good reason at times. You will know you need to run 
the install program when you can’t open the USB port of the adapter from the 
Terminal program.

Plug in the adapter to a USB port on your computer and run the install 
program. The router should be powered off at this time. This can be foung at 
C:/Program Files/PL2303 Legacy Updater/PL2303LegacyUpdater.exe. 

file:///C:/Program


Next, install the Terminal program, teraterm-5.0-alpha1.exe. Once it is 
installed you are ready to use the Serial adapter on the router. The router must
be powered off at this time and the adapter plugged into a USB port.

Run the TetraTerm program and setup the serial port to be used. Go to the 
Setup menu and the Serial Port submenu.



The Port is usually the highest COM port in the drop down list. The speed is 
normally 115200. Click New Setting to set these values for the current session. 
To make these your default settings go to the Setup menu and the Save 
Settings submenu.

You may find that you need to close the Terminal and unplug the Serial 
adapter to completely power down the router. Then plug it in again and 
run the Terminal.

You are now ready to check if everything works. Plug in the router and you 
should see something in the Terminal. If you see nothing then the green and 
white wires may need to be swapped. If you see gibberish then the Speed 
may have to be changed in the Serial Port menu.
There may be a bunch of unreadable text at the start but a boot menu will 
eventually appear. Unplug the router at this point so you can see what it says.

There are variations on this menu as different bootloaders have different 
designs. What you are looking for is a menu that is for upgrading the 
firmware. This example is for the ZBT Z8102AX V1.



In this case it is menu 2. When this menu appears press the ‘2’ key on the 
keyboard to interrupt the boot process and have it enter TFTP flash mode. You
usually have 3 seconds to do this in. Make sure the Terminal has the focus by 
first clicking on the console area.

Now that we know the menu we want for flashing the firmware, plug in the 
router once again and press 2 at the correct time. You may have to repeat this 
several times to interrupt the bootloader.

Once you have interrupted the bootloader and enter the Upgrade Firmware 
menu you have to determine what IP addresses and file name the router 
expects when using TFTP to upload and flash the firmware. Follow the steps 
that appear in the Terminal.

Press Enter to allow rebooting the router after flashing.



Press Enter to chose TFTP as the method of uploading the firmware.

Press Enter to define the router’s IP address as 192.168.1.1. This is probably 
the best address to use. You may find that attempting to change any of the 
values in this menu will not work as Backspace can be a bit flaky with some 
older cloned adapters. New ones seem to work fine.



This is the IP address of the computer used to upload the new firmware. You 
will have to set the computer to have this IP as a Static address.

Press Enter to accept this Netmask.



This is the name of the firmware you wish to flash. You may need to rename 
the firmware to match this if you are unable to change the name.

At any point you can unplug the router and stop the flashing process without 
problems and start all over again.
Now that we have the needed information to use TFTP to upload the firmware, 
unplug the router so we can set up the TFTP server on the computer. The 
information we have about this is

• Router IP address – 192.168.1.1
• Computer IP address – 192.168.1.10
• Netmask – 255.255.255.0
• Firmware name – Z8102AX-nand-mt7981-DDR4-23.0711_101616.bin

Included in this package is the tftpd32 TFTP server program. This will be used
to upload the firmware to the router. The above information needs to be 
supplied to tftpd32 so it will work with the router. This is done by editing the 
tftpd32.ini file with a text editor.



Change the IP_Pool and the Gateway to the router’s IP address , make sure the 
Mask is the same as the Netmask and change LocalIP and DHCP LocalIP to the 
computer’s IP address.

Save the file.

Copy the firmware you wish to flash into the folder that contains tftpd32 and 
rename it to match the expected firmware name. 

The computer must now be given a Static IP address that matches what the 
router expects. Set your computer to have a static IP address by going to 
Network and Internet Settings and Change Adapter Options. Select the Local 



Area Connection and then the Properties button. Next select the Properties for 
the Internet Protocol 4 entry. Change the data there to the following.

And lastly, before we attempt to flash the router, we must turn off the 
computer’s Firewall. Go to the Start menu and search for Defender.



You will the have this pop up.

Go to the menu to turn off the Firewall.



Click on OK. Remember that after you have finished flashing the router to turn
the Firewall back on.

We are now ready to flash the router. Run tftpd32.exe to start the TFTP server. 
Make sure the Ethernet cable from the computer is plugged into a LAN 
port on the router. 

Power up the router, interrupt the boot process and repeat the steps to set up 
for a flash via TFTP. Pressing Enter after the firmware name is entered will 
start the process. You will see something like this.



Tftpd32 will show the file being uploaded to the router and the Terminal will 
show the progress as well. After the router has been flashed it will reboot and 
come up normally. You can see this on the Terminal.

Once this has happened you can exit tftpd32 and turn the Firewall back on. 
The Serial cable recovery process is complete.

Changing the V1 Bootloader to V2

It is possible to change the bootloader on the V1 model to the V2 bootloader 
so you have a Recovery GUI. This will also necessitate flashing the router to 
the V2 firmware.

You can also change the V2 bootloader to V1 to use other firmware that 
doesn’t run on the V2.

Like flashing the firmware you need to setup the Terminal so you can 
interrupt the bootloader at it’s menu.



Press 4 at this point to upgrade the FIP partition. This will be done using TFTP 
just like the firmware.

Before you attempt to flash you mst set up the TFTP server just as you did for 
flashing a firmware. The only difference is you change the BootFile to fip.bin 
in tftpd32.ini

The whole FIP flash should look like this.



Unplug the router and once again interrupt the bootloader at it’s menu by 
pressing 3 this time.

Change the BootFile to bl2.img in tftpd32.ini

and start the TFTP server once again. The flashing should look like this.



At this point you are at the bootloader command line where you have to enter 
two commands. This is critical as without them the bootloader will not have a 
working Recovery GUI.

env default -f -a

saveenv

You can now either restart the router and use the Serial cable to flash the V2 
firmware or you can use the bootloader Recovery GUI to flash it. The existing 
V1 firmware will not work at this point so you have to use one of these two 
methods to flash the V2 firmware.

Changing the V2 Bootloader to V1

If you desire to switch the V2 bootloader to the V1 version it is done the exact 
same way. This would be done if you wish to use a firmware that doesn’t work 
on the V2.

The only difference in the procedure is to change fip.bin to fip-1.bin and 
bl2.img to bl2-1.img.

You have to flash to the V1 firmware using the Serial cable as there is now no 
Recovery GUI and the V2 firmware will not work with the V1 bootloader.


